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Why does Enterprise Data Management

matter to Information Sharing?

Enterprise Data Management is critical to the "Data at Rest”
component of information sharing and drives improved
understanding and trust of data sources

e Who manages this data?
e Where is it maintained?
) - e How often is it updated?
Cr|t|Ca| e What data quality efforts are in play?

data e How is this data related to other
information sources in the enterprise?

questions .« How well is it maintained and can I trust
it?
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Waves of Change
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Implementing Data Management Maturity

Keys to Maturing an Organization
» Subject matter experts participation
» Architectural Guidance & Support

e Collaborative Working Groups (WG) - DMWG,
NIEM Blue Team, SOA WG, Component DMWG

e DHS Best Practices

— Data Management and Information Sharing Documents
and Guidance to guide subject matter experts

- EDM Balanced Scorecard to make performance visible
- Data Management Summits Demonstrate Mission Value
— Mission Specific Data Workshops to build adoption

— Data Management Office guidance for setting up and
operating with the Program or Component
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Data Management Guidance Documents

Information
Models

Data Stewardship
Framework

Data Quality & Trusted Data
Guidance

Information & Data Modeling
Methodology Guidance

Data Management Plans

Enterprise Data Management
Concept of Operations

R
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Why does Data Interoperability matter to

Information Sharing?

Data interoperability is critical to the "Data in Motion”
component of information sharing and drives improved
understanding and trust of data exchanges

e \Where is the best source of the
information/data I need?

e Who manages the information/data?
C t | e How current is the information/data?
FItiCa
e What exchange standards are employed?
EXChange e Who can access this data and what are

: the reasons for requesting access?
queSthnS e What means are available to access or
deliver this data?
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Developing an Information Sharing Strategy

A STRATEGY SHOULD INCLUDE...

Assessments of organization information sharing to document any
preexisting exchange standards or NIEM efforts in your immediate
or correlated organizations

Training Plans and Communication Strategy to build subject
matter expertise in your organization and network

Target Exchanges that will be built or updated that can leverage

protocol standards and what existing exchanges can be used by your
organization

Measurable Outcomes such as identifying the number of
information exchanges developed and implemented using standards

Operational Plans that include development, implementation, and
publication considerations which are incorporated into organizational
IT strategies

Long-term Objectives such as coordinating exchange development
with services/architectures or increased collaboration with agencies
outside of your immediate mission area
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Why NIEM? - A Common Language for

Information Sharing

The National Information Exchange Model enables information sharing at
the federal, state and local government level through a data dictionary
of common terms and definitions; tools for defining, generating and
validating XML; a training and communications program; and a
governance structure for managing the content and structure.

*« NIEM has 12 mission based domain
namespaces. Each domain has its own
e stewarding organization comprised of
Tse relevant stakeholders to manage
(islaeics updates and minor independent version
(Youth and) releases

Infrastructure Family Services

Proteciion T * The data elements within the domains
et i Sorvce are defined by the respective
Emergency Communities of Interest (COIs)

Management "
Hene - Information relevant to multiple
Screening . ‘ domaInS |S bL“It |nt0 a NIEM Core
| supervised by business and technical
governance bodies

State « The NIEM Program Management Office
o (PMO) supports cross domain
harmonization and maturation of the

Common and Universal core data
@ Homeland entities and elements for major releases
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NIEM Support Structure

NIEM Training Event Highlights
e 40 sessions covering business and technical

2011 NATIONAL TRAINING EVENT topics

@ PHILADELPHIA, PA . .
LA ¢ Real world case studies and networking

: o e 6 opportunities with most domain practitioners
w A e Presentations are available at www.NIEM.gov

s S
SAVE THE DATE AUGUST 2325, 2011 e Strong social media coverage for networking
T,ﬂ,'w %;—1" __—a }‘Q,E For more information visit WWW. .gov

NIEM provides a governance structure for content and structure
e Content is discussed and approved by a Business Practitioners
e Structure is discussed and approved by message developers

NIEM provides tools support for schema development, message testing and
IEPD generation — NIEM provides "consistency, scalability and flexibility”

Maritime, Family Services, and International Trade are recent examples of
communities that chose NIEM for its governance, structure and tools
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http://www.niem.gov/

NIEM IEPD Provides the XML Definition and

Structure Required for Reuse

An Information Exchange Package Document is a specification that
defines a particular data exchange from a combination of business
and technology perspectives and is published so others can reuse
if the need arises. Here are the rules governing IEPDs:

— IEPDs are developed with a core set of artifacts in a prescribed format

and package structure to allow for consistency and understanding by
potential consumers

- A data model of the data exchange entities is required as a means of
improving context and understanding of what is being exchanged from
a business perspective

— An IEPD must be portable, self-contained, and self-documented
— An IEPD must be designed to allow for sharing and reuse

The process used to create an IEPD ensures a consistent approach to
sharing information among systems and it allows for reuse and
increased efficiency when deploying new services

@ Homeland
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IEPD Development Tools & Support

IEPD Phase Artifacts

Scenario
Planning

Analyze
Requirements

Map & Model

Assemble &
Document

Publish &
g Implement

B
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* Business
Processes
* Use Cases

* Business Rules

* Exchange
Content Model

* Subset Schema

* Sequence
Diagrams

* Business
Requirements

* Mapping
Document

*Constraint Schema

* Exchange Schema *Extension Schema

* XML Wantlist

*Main Document *Sample XML

*|EPD Catalog
*IEPD Metadata

Instances
* XML Stylesheets

No required artifacts. Publish the
IEPD to a repository and
implement the exchange

*ArgoUML *MS
*MS Word PowerPoint

*MS Visio

*ArgoUML °*MS
*MS Word PowerPoint
*MSVisio *CAM

= SSGT

* Code List
Generator

* Altova XMLSpy

= MSWord * CAM
* Altova XMLSpy

* ConTesA

(Conformance)

*NIEM.gov

|EPD Clearinghouse




Logical Data Model and Information
Model Integration

Homeland
Security

User Working Group,

User/Requesting Organization
Information Requirements.

ntormdion Iommation
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DHS approaches for Information Sharing Use

Message Exchanges

Existing Exchange environment
with point to point single use
exchanges
Adopt EDM and NIEM to achieve
exchange reuse and
development and support cost
savings
Develop data integration rules
and standards to ensure
consistency of message

exchanges
Aa. Homeland
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and Adoption

~

Data Exchanges and
Data Integration

Current situation - multiple

formats for system to system
exchanges

Adopt EDM and NIEM to reduce
number of exchange formats
supported and increase cost

avoidance

Develop data integration rules
and standards to ensure
consistency of data exchanges

Unclassified

Segment Architectures
and Application Re-
engineering

Multiple data formats supported
between existing systems

Adopt EDM and NIEM to develop

common data format and rules

for exchanging data with new
application

Leverage new data format as a
transition strategy while existing
systems are re-engineered to
new system / application
environment
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Message Exchanges Development using EDM

and NIEM

Review Message Structure Requirements
Develop use case

Develop UML data model for requirements
Harmonize with message users

Analysis &
Design

.
p

e Develop XML Schema (NIEM)
e Document message exchange using Data Standard

Develop & Test like IEPD

e Test message and capture performance results
\ ‘ e Refine message based on results

N
e Implement message exchange
e Capture Message Exchange documentation in

Im P lement Enterprise Architecture repository

e Capture production performance metrics and
publish

&

N Homeland

= Security Unclassified

15




Data Interface/Exchange Development using

EDM and NIEM

e Review Exchange Requirements
Anal SIS & e Develop use case
y. e Develop UML data model for requirements
DeS|g N e Develop data integrity rules
\ | e Harmonize with interface/exchange users /

‘ e Develop XML Schema (NIEM) for
existing/converted exchanges

e Document exchange content using Data
Standard, if available

DeV@IOp & TeSt e Test exchange and capture performance results,

review data quality reports
K ‘ o Refine exchange or data integrity rules based on

results

| e Implement interface/exchanges for existing and
new data sources
e Capture production performance metrics and
Implement oublish :
e Monitor exchange data integrity and provide
\ , feedback to data sources

/<
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Segment Architectures / Application

Re-engineering using EDM and NIEM

Analysis &
Design

b\

Develop &
Test

e Perform requirements analysis for future application platform

e Identify “As Is” and Target ("To Be”) Architecture and
information models

e Perform gap analysis and transition/transformation strategy

¢ Design & harmonize common exchange format for migrating
data to future application platform data stores

e Profile existing data stores for data migration rules

e Document core and reference data that support transition
strategies

W

Implement

&

e Develop IEPD/BIEC XML Schema (NIEM) for
existing/converted exchanges

e Develop XML translators for converting data from existing
data stores

e Test data exchange using XML translators and capture
performance results, review data quality reports

e Refine exchange software and data integrity rules based on
results

4

e Implement interface/exchanges for existing data sources

e Monitor exchange data integrity and provide feedback to
data sources

e Track progress against the Transition Strategy

e Steward new investment programs / projects against the
Target Architecture
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DHS Information Sharing Adoption Cycle

“Getting Started Lessons Learned”

Publish results
to gain visibility
from mission
areas to
promote interest
and success

Pilot first to refine
approach for
baseline metrics and
costs — Gain
immediate
quantifiable results

Focus on
information needs
of organization
and departments
first and optimize
on a strategy to
suit each mission
area

Evaluate potential

savings of each
adoption strategy

against mission
requirements
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DHS and NIEM-based

Information Sharing Results

DHS Adoption has gone from 0% to 60% of
major IT programs since FY2007

e NIEM projects are in development with
over 90% of Components

e Measurement of adoption and project
progress tracked on the CIO Enterprise
Data Management Scorecard CBP

Mandated within the HLS Enterprise Architecture
for Common or Shared [SOA] Services on
the Enterprise Bus

Mandated by PM ISE’s implementation of

Common Terrorism Information Sharing USCIS
Standards (CTISS)
Identified as a best practice by OMB for cross FEMA
agency sharing and supported by HHS, USDA
and Treasury USVISIT
e 14 Federal Agencies have indicated S&T
they will use NIEM
DOJ and DHS grant language for State and DHS
Locals includes NIEM conformance
ICE
~e: Homeland
N DNDO
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wFederal Motor Carrier Safety Administration

wEnforcement (EID) to Seized Assets and
Catalog System (SEACATS) Sharing

wUS Census Entry Summary

wUS Census Business Partner

wNCIC/NLETS queries

wBorder Patrol Tracking System

wBlue Force Tracking (SBI P.25)

wU.S. Passport Query Interface

wPerson Centric Query to all major person
related data sources
wVerification

wExercise Scheduling
wlmprovement Plan

wUS IDENT to CJIS IAFIS

wHospital Availability Exchange

wCore Biographic IEPD for Screening and
Immigration elements (Basic Information
Exchange Component)

wTerrorist Watch Listing (TWPDES 1.2b)

wLaw Enforcement Info Sharing Services (LEIS
v1.0 & LEISS v2.0)
wRemovable Alien Query (RAQ)

wRadiological / Nuclear Detection



DHS SOA and NIEM Adoption Strategy for

Information Delivery

e Service Oriented Architecture (SOA) is an architectural
style whose goal is to achieve loose coupling among

interacting software agents. i
A NIEM provides the

standard for

interoperability among
services in SOA

A NIEM can be used to

3 3 - standardize and
— (0]
= E 8 £ structure (headers and
3 S & 5 payload) the messages
= = cg § passed between services
& § S S in SOA

S ) o ;

A NIEM can decrease

development time of

new services in SOA
through reuse of similar
IEPDs
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Information Exchange Implementation

Service Requestor Service Requestor

E—— 3

Service Broker

*The diagram above represents
only one of the ways to

implement an information
exchange

= vARTAQ,
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NIEM XML

NIEM-conformant XML instance that
contains the actual data to be shared
between web services

SOAP

Simple Object Access Protocol is an XML
based protocol for exchanging messages i
web services

WSDL

Web Services Description Language is an
XML -based language that provides a
model for describing Web services

UDDI

Universal Description, Discovery, and
Integration is an XMLEbased registry of
web services



Security and Privacy Implications for

Information Sharing

= A Intelligence Community Metadata Standard
B Securlty for Information Security Marking (IC-ISM)
sets standards for security marking
P — metadata and classified information
K’ i A Metadata mechanism in NIEM 2.0 provides a
SN _ method for using IC-ISM attributes
- A Encryption of information exchanges is not

T~ within the scope of NIEM. NIEM can be used

A Avoid transmission of sensitive or personally
identifiable information (PII) whenever possible

A Privacy Offices in many federal agencies set
detailed standards and guidelines for the sharing
of PII and other sensitive data

A DHS SOA efforts are incorporating privacy and
security requirements for message transmission

ART)
SR

e/ Homeland
W Security

to structure the XML before encryption

. Priveo o




Some Lessons Learned and Passing Thoughts

e |What have we learned at DHS

- Understanding the value of data management and data
interoperability took longer than expected to be realized

- Key findings of many modernization efforts that fail is “not
understanding and exposing what critical information is
required for mission effectiveness” and “how can it be
delivered more efficiently”

— It's typically the systems engineers who are the most difficult
to persuade and the most ardent supporters once they “get it

e Insights from Gartner and Forrester

“Data Management will fail to yield expected results unless
organizations adopt rigorous data governance and improved
data integration planning” and “50% of programs will fail
without good data management practices”

n
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Presenter Contact Information

Michael Simcock
DHS Chief Data Architect

Michael.Simcock@dhs.gov
DHS OCIO/Enterprise Data Management Office
3801 Nebraska Ave NW, Washington, DC 20016
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